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- 2020512H8H, £HRBEAHIMELE/ATIZ—FireEye (XIR) IHEES FireEye Shares Details of Recent Cyber Attack,

Actions to Protect Community

g)\{% Vi ngjJ{ﬁWT FI re Eye EI)\J}TEF MQREGEIE Red Eye 1 December 08, 2020 | by Kevin Mandia
2%&?_'#] m ?@%Eﬁ ll*g_tlﬁﬁ; i FireEye is r‘;n the ‘|()|.\' ;m.oa <;<-rr‘»r‘.<|.m_; companies and critical infrastructure globally from cyber threats. We

witness the growing threat firsthand, and we know that cyber threats are always evolving. Recently, we

e attacked by a highly sophisticated threat actor, o hose discipline, operational security, and
techniques lead us to believe it was a state-sponsored attack. Our number one priority is working to
engthen the security of our customers and the broader community. We hope that by sharing the details

of our investigation, the entire community will be better equipped to fight and defeat cyber attacks

IXIRE BB KRR TRIAPTI R AT 8E 2 — i g
° E%L %%11')\.% %ggﬂ—/ \4‘&% E J&{T s APTI ‘r j-Hlﬁ/_\E Based on my 25 years in cyber security and responding to incidents, I've concluded we are witnessing an
attack by a nation with top-tier offensive ¢ apabilities This attack is different from the tens of thousands of
HOS =<i7 - n — ncidents we have responded to throughout the years. The attackers tailore:
iﬁ m\ﬁzg%* {EmfﬁiTETﬁ- 1—b{l:ll%\?§7kﬂl.] H&LEEHiE—F IX—.I Q specifically to target and attack FireEye. They are highly trained in operatiol

discipline and focus. They operated clandestinely, using r*\ot? s that count
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