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The BSD Packet Filter:
A New Architecture for User-level Packet Capture®

Steven McCanne' and Van Jacobson'
Lawrence Berkeley Laboratory
One Cyclotron Road
Berkeley, CA 94720

mccanne@ee.lbl.gov, van@ee.lbl.gov

December 19, 1992

Abstract

Many versions of Unix provide facilities for user-level packet
capture, making possible the use of general purpose work-
stations for network monitoring. Because network monitors
run as user-level processes, packets must be copied across the
kernel/user-space protection boundary. This copying can be
minimized by deploying a kernel agent called a packet filter,
which discards unwanted packets as early as possible. The
original Unix packet filter was designed around a stack-based
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SunOS, the Ultrix Packet Filter[2] in DEC’s Ultrix and Snoop
in SGI’s IRIX.

These kemel facilities derive from pioneering work done at
CMU and Stanford to adapt the Xerox Alto ‘packet filter’ toa
Unix kernel[8]. When completed in 1980, the CMU/Stanford
Packet Filter, CSPF, provided amuch needed and widely used
facility. However on today’s machines its performance, and
the performance of its descendents, leave much to be de-
sired — a design that was entirely appropriate for a 64KB
PDP-11 is simply not a good match to a 16MB Sparcstation
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eBPF: programmatic engine
bce: Complex frontend tool
bpftrace: Short scripts
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=_ eBPF =_ eBPF
== Program == Program
clang -target bpf . Program @ @ Maps

Development

[ Process J

[ @'?BPF Go Library

] sendmsg() recvmsg()

> A eBPF
. v |
|, HeBPF Sockets
[ TCP/IP ]

[ Syscall ]
§ 8 [ﬁe.BPF Verifier ]
C -
"= >Cl‘.) [ﬁ'eBPF JIT Compiler ]
Runtime
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# ./tcplife.bt
PID COMM LADDR LPORT RADDR RPORT TX_KB RX_KB MS

20976 ssh 127.0.0.1 56766 127.0.0.1 22 6 10584 3059
20977 sshd 127.0.0.1 22 127:0.0.1 56766 10584 6 3059
14519 monitord 127.0.0.1 44832 127.0.0.1 44444 0 0 0

4496 Chrome_IOT 7f00:
4496 Chrome_IOT 7f00:

:5ea7::a00:0 42846 0:0:bb0o1:: 443 3 12441
:5aa7::a00:0 42842 0:0:bb0o1l:: 443 3 12436
:62a7::200:0 42850 0:0:bb01:: 443 3 12436
:5ca7::a00:0 42844 0:0:bb0o1:: 443 3 12442
:60a7::a00:0 42848 0:0:bb0o1:: 443 3 12436
.65 33342 54.241.2.241 3 10717
4496 Chrome_IOT 10.0.0.65 33350 54.241.2.241 3 10711
4496 Chrome_IOT 10.0.0.65 33352 54.241.2.241 3 10712
14519 monitord 127.0.0.1 44832 127.0.0.1 0 0
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4496 Chrome_IOT 7f00:
4496 Chrome_IOT 700:
4496 Chrome_IOT 7100:
4496 Chrome_IOT 10.0.
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// session ended: calculate lifespan and print
if ($newstate == TCP_CLOSE && @birth[$sk]) {

Dvnamic Tracepoints $delta_ms = (nsecs — @birth[$sk]) / 1le6;
y p
Tracin syscalls: $lport = $sk—>_ sk_common.skc_num;
9 badli $dport $sk—>__ sk_common.skc_dport;
ext4: ) sock: - $dport = ($dport >> 8) | (($dport << 8) & @Oxffee);
Operating System / task: $tp = (struct tcp_sock *)$sk;
/\ B signal: $pid = @skpid([$sk];
Applications // // timer: $comm = @skcomm[$sk];
uprobes : workqueue: if ($comm == "") {
¢ System lerarief / Ee // not cached, use current task
System Call Interface / y CPU $pid = pid;
3 Interconnect FCOMN S CoRMMy
Y File Systems TCP/UDP A ; ;
kprobes kmem: $family = $sk—>_ sk_common.skc_family;
4 Volume Manager IP Virtual «—+ vmscan: $saddr = ntop(@);
Block Device Interface Ethernet 4 Memory, | writeback: $daddr = ntop(@);
- - if ($family == AF_INET) {
N Device Drivers / __ $saddr = ntop(AF_INET, $sk->__sk_common.skc_rcv_saddr);
jbd2: / f ne’t' irqg: $daddr = ntop(AF_INET, $sk—>__sk_common.skc_daddr);
' " £ s : } else {
block: scsi: skb: // AF_INET6
$saddr = ntop(AF_INET6,
Software Events cpu-clock page-faults o 35k—>_skfcommon.skc_vﬁ_rcv_saddr.inﬁ_u.uﬁ_addrB};
s ; g addr = ntop(AF_INET6,
cs migrations mlr.lor—iaui:s $sk->__sk_common.skc_v6_daddr.in6_u.u6_addr8);
major-faults }
printf("%-5d %-10.10s %155 %-5d %-15s %-6d ", $pid,

$comm, $saddr, $lport, $daddr, $dport);
printf("%5d %5d %d\n", $tp->bytes_acked / 1024,
$tp—>bytes_received / 1024, $delta_ms);

delete(@birth[$sk]);
delete(@skpid[$sk]);
delete(@skcomm[$sk]);
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PROCESS NAME © TIMES.. ] AVERAG...
/usr/bin/promtail -config.file=/etc/promtail/promtail.yaml -client.url=http://loki-distributo... 2021/6/29... : 414,

/usr/bin/promtail -config.file=/etc/promtail/promtail.yaml -client.url=http://loki-distributo... 2021/6/29... : 414,

haproxy -W -db -f fusr/local/etc/haproxy/haproxy.cfg 2021/6/29... 84.

haproxy -W -db -f fusr/local/etc/haproxy/haproxy.cfg 2021/6/29... 84.
/app/mecd-admission 2021/6/29... 28.
/app/mcd-admission 2021/6/29.. 28.
/app/mcd-admission 2021/6/29..
/app/mcd-admission 2021/6/29..
/app/mcd-admission 2021/6/29..

/app/mcd-admission 2021/6/29..

REQ_PATH =~ RESP_STATUS RESP_BODY : i SERVICE
/_bulk 200 took: 81, errors: false, items: [ index: _index: queue_metrics_d1bd92a3bB394BBcbafced.. clearml/ela...
/_bulk 200 took: 72, errors: false, items: [ index: _index: queue_metrics_d1bd92a3bB39488cbafcee.. clearml/ela...
/_bulk 200 took : , errors: false, items: [ index: _index: queue_metrics_d1bd92a3bB394B@cbafc6.. clearml/ela...
/_bulk 200 took: 9 errors: false, items: [ index: _index: queue_metrics_d1bd92a3bB394B8cbafce.. : clearml/ela...
/_bulk 200 { took: 52, errors: false, items: [ { index: _index: queue_metrics_d1bd92a3bB394B@cbafc6.. clearml/ela...
/_bulk 200 { took: 62, errors: false, items: [ { index: { _index: queue_metrics_d1bd92a3bB39488cbafcea.. f clearml/ela...

/_bulk 200  {"took":40/errors":falseitems™[{"index":{"_index":"worker_stats_d1bd92a3b039400chafc60a7a5b1e52b_2021-0... clearml/ela...
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— ks : UPID 5 RE : REQ_HEADERS CRE - REQ_PATH

4/20/2.. 00000032-0000-325... 16... 47082 { Connection: cl.. GET /catalogue?page=18&size=..

-—— = -y —_—— e

¥
resp_status: 500,
resp_message: Internal Server Error,
resp_body: {
error: Do: database connection error,
status_code: 560,
status_text: Internal Server Error
¥,
resp_body_size: 98,
latency: 440476,
pod: px-sock-shop/catalogue-8f6fdb6d8-24x72,
service: px-sock-shop/catalogue
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def http_data(start_time: str, num_head: int):
df = px.DataFrame(table="http_events', start_time=start_time)

df.namespace = df.ctx['namespace']
df.node = df.ctx['node']

df.pod = df.ctx['pod']

df.pid = px.upid_to_pid(df.upid)

df = df.drop(['upid', 'trace_role', 'content_type', 'minor_version'l])

df = df.head(num_head)

return df
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constexpr DataElement KHTTPElements| ]

canonical_data_elements:
canonical_data_elements:
canonical_data_elements:
canonical_data_elements:
canonical_data_elements:

{ ’
types::DataType:
types: :SemanticType:
types: :PatternType:

i ‘
types::DataType:
types::SemanticType:
types::PatternType:

:INTO4,
:ST_NONE,
:GENERAL_ENUM},

:INTé4,
:ST_NONE,
:GENERAL_ENUM,

tkTime,
:KUPID,
tkRemoteAddr,
:kKRemotePort,
:kTraceRole,

EKkHTTPContentTypeDecoder},

{ ¢
types: :DataType::
types: :SemanticType:
types: :PatternType:

kHTTPTable =

|H5=E‘I-\

ONFERENCE

STRING,
:ST_NONE,
:STRUCTURED},

DataTableSchema( i

KHTTPELements,

std:

:chrono:

'milliseconds{l

388} ) ;
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Sock
r_(
proc_parser_ =

sEffftransfer

{kProtocolHTTP, TransferSpec{FLAES_stirling_enable_http_tracing,
KHTTPTableNum,
{kRoleClient, kRoleServer},
TRANSFER_STREAM_PROTOCOLChttp) }},

er->state() == ConnTracker::State::kTransferring) {

result = tracker->ProcessToRecords<TProtocolTraits>(); %jqj:dzﬁeve nts

(autok msg : result) {
AppendMessage(ctx, *tracker, std::move(msg), data_table);

', Append<r.ColIndex( )>(conn_tracker.remote_endpoint().AddrStr())
. Append<r.Co ' )>(conn_tracker.remote_endpoint().port());

v Append<r.ColIndex( J=(conn_tracker.role()); sH- bl
.Append<r.ColIndex( )=(1); *@Lﬂta e

. .Append<r.ColIndex( J>(resp_message.minor_version);
.Append<r.ColIndex( )=( <uinté4_t>(content_type));
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Remote Debug Security

BPF Kernel
App Binary Program Userland low-frequency events

L—»| verifier .
L event configuration + new TCP sessions
Pef —— BPE new UDP sessions

) Uprobe Hook Buﬁ-'er Tracer | %
main.computeE Binary bytecode / BPF ? non-TCP/UDP events
0x6609f0 er-event ] privilege escalation
main.main <« °F | t
08 capability usage
maps RABIItY LS8

new processes
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ab : .

ll\iﬁb Latency percentiles at 50k RPS (=#20% of maximum RPS), ms
Max
Setup 95 %ile 99 %ile 99.5 %ile 99.99 %ile 99.999 %ile Latency
IPvlan 0.6 0.8 0.9 5.7 9.6 15.8
aws-vpc 0.7 0.9 1 5.6 9.8 403.1
host-gw 0.7 0.9 1 7.4 202.5

vxlan 0.8 1.1 1.2 5.7 201.5
o 0.5 0.7 0.7 6.4 9.9 14.8

net=host

ingress:
— from:
- namespaceSelector:
matchLabels:
user: alice
podSelector:
matchLabels:
role: client

Network Policy
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Orchestration systems

*cilium Layer

--------

BPF Program BPF Program

BPF Program

Kernel
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jobs-demo

hitp:/t recruuter

ig.cilium.kBs.policy.cluster:default H
’ : httpzy COreapi &

io.cilium. kfs.policy.serviceaccount:default

TCP - HTTP S x zookeeper °

i0.cilium. kls.policy.cluster:default

io.cilium.kBs.policy.cluster:default
http:/l |obpost|ng &

i0.cilium. kBs.policy. serviceaccount :default
0 io.cilium.kBs.policy.serviceaccount:default 3888

TCP - HT

io.cilium.k8s.policy.serviceaccount:default

io.cilium.kfs.policy.cluster:default EBRFE‘ Ioader ‘u g kaf:kla «I} rep

lo.cilium, kBs.policy.cluster:default
EREF) TCP . KAFKA "

lo.cilium, kBs.policy.serviceaccountidefault

io.cilium. kBs.policy.cluster:default

io.cilium. kBs.policy.serviceaccount idefault

io.cilium.kBs.policy.cluster:default
httoy Crawler &
P demo

io.cilium. kBs.policy. serviceaccount:default

statefulset. kubernetes.io/pod-name: kafka—@

io.cilium. kls.policy.cluster:default

io.cilium.kBs.policy.serviceaccount:default
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Cilium
€ outsice cluster

Any endpoint

{ } In Namespace

Any pod

In Cluster

Everything in the cluster

creator=infra

Kubernetes Network Policy ] Cilium Network Policy

apiversion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: untitled-policy
spec:
podSelector: {}
ingress:
- from:
- ipBlock:
cidr: 0.0.0.0/0
- from:
- namespaceSelector:
matchLabels:
creator: infra
egress:
- X0
- podSelector: {}
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{ } In Namespace #
Ingress Egress
Default Deny Default Deny

Policy Rating 008

%= Askon Sl

@ Outside Cluster +

[ Any endpoint

{ } In Namespace +

Any pod

In Cluster

Everything in the cluster

Kubernetes DNS

Download @

v Main tutorial = Flows upload

Welcome to the Network Policy Editor! #¢t2

This tutorial will teach you how to create a network policy using
Editor. It explains basic network policy concepts and guides yo
through the steps needed to achieve the desired least- privileg
security and zero-trust concepts.

Step 1. What pods do you want to secure?

cwste’
namespaceB

namespaceA
Pod Pod Pod

Pod Pod Pod

Pod Pod Pod
Pod Pod Pod

First, select the pods to which the policy should be applied by

GOTC
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Pod

................................................................................................................................

_~ local Pod /

local service

! endpoint
e R
egress

5

- - - - - - - - .. -
ingress

host

.......................................................................................................................

hardware

]
| remote
, | service
, : endpoint

FIB ' !
lookup k. :
]
(]
\~ ]
-.___‘ |
]
]
]
]
]
]
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L4 LB

% Cluster
apiserver
Pod CIDR
18.9.8.8/16 gar ic :
vice
IPDd : Backendl Service External IP range:
[Pod / Backend]| *°2-%2-8|  192.0.2.0/24
I |-—"'
ih BGP
cilium vetans ||
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https://github.com/icopy-site/awesome-cn/blob/master/docs/awesome/awesome-ebpf.md
http://machinezone.github.io/research/networking-solutions-for-kubernetes/
https://github.com/iovisor/bpf-docs/blob/master/Express_Data_Path.pdf
https://cilium.io/blog/2020/11/10/ebpf-future-of-networking/
https://www.kernel.org/doc/html/latest/networking/filter.html
https://www.tcpdump.org/papers/bpf-usenix93.pdf
https://github.com/sbueringer/kubecon-slides
https://developer.aliyun.com/article/ 779357
https://nakryiko.com/posts/bpf-ringbut/
https://github.com/weaveworks/scope

https://github.com/pixie-labs/pixie

https://lwn.net/Articles/132196/

https://github.com/cilium/cilium

https://github.com/draios/sysdig

https://github.com/iovisor/bcc

https://ebpf.io
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