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N SEIN T
® (FHAI{EENRER (DockerELEHER)

® N HIEF ®
- ~ docker scan redis:alpine
® ~ZddebugTH

Testing redis:alpine...

® Distroless

Package manager: apk

Project name: docker-image|redis
=Y A N=N + Docker image: redis:alpine
¢ %%{%’FE’EH:HJ:BH Platform: linux/amd64

v Tested 17 dependencies for known vulnerabilities, no vulnerable paths found.

® DevSecOps
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® RBACAEIE (& controller/operator FFEN)

® i\ Pod WETIE{E API
® EAHR{AIREIN

/ # TOKEN=$(cat /var/run/secrets/kubernetes.io/serviceaccount/token)

/ # curl --cacert /var/run/secrets/kubernetes.io/serviceaccount/ca.crt -H "Authorization: Bearer
$TOKEN" -s https://kubernetes.default:443/api/v1/xxxxx
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NIRRT
® RBAC fid&review

kind: Cluster
apiVersion: kind.x-k8s.io/vlalpha4

® Y{AJF /= audit log nodes:
. audit-log-path - role: control-plane

. audit-policy-file extraMounts:
- hostPath: /home/tao/audit/audit

containerPath: /tmp/audit
- role: worker
kubeadmConfigPatches:
- |
kind: ClusterConfiguration
apiServer:
extraArgs:
audit-log-path: "/tmp/audit/audit.log"
audit-policy-file:
"/tmp/audit/policy.yaml"
extraVolumes:
- name: audit
hostPath: /tmp/audit

/E_E\Ijz;::lr}iﬂ-‘mgl_\ mountPath: /tmp/audit
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® Audit log FIICFR(FITH, MAMAREES, UA, HEF

® authorization.k8s.io/reason: BT RBAC NI AR E

{"kind" :"Event", ap1Ver51on"'"audit.k85.io/v1","level":"Request",”auditID":"@27ddabb—c691-4524-

aadd—@flcf48efb34" "stage":"ResponseComplete”, "requestURI":"/api/vl/namespaces/kube-
system/configmaps","verb":"list“,"user":
"username":"system:serviceaccount:default:redis","uid":"1982601b-4967-40cf-96f1-
c456352bf1d2", "groups":
["system:serviceaccounts","system:serviceaccounts:default","system:authenticated"], "extra":
{"authentication.kubernetes.io/pod-name":["redis"], "authentication.kubernetes.io/pod-uid":

["ba8c23b8—928b-4bc®—8bdd—3b227dab9@3e"]}},"SourceIPS"'
["172.18.0.3"],"userAgent":"curl/7.77.0","objectRef":{"resource":"configmaps", "namespace": "kube-
system","apiVersion":"v1"}, "responseStatus":{"metadata":
{},"code":E@@},"requestReceivedTimestamp":"2@21—@7—@1T@1:36:@1.57119@2","StageTimestamp":"2@21—
07-01T01:36:01.574197Z2","annotations”

{"authorization.k8s. 1o/dec151on"'"allow" "authorization.k8s.io0/reason":"RBAC: allowed by
ClusterRoleBinding \"redis-admin\" of ClusterRole \"cluster-admin\" to ServiceAccount
\"redis/default\""}}
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P28 %

o 1§ﬁﬁNetWOI’kPO|Icy} %IJ Hj;” %%)nb)nxu apiVersion: networking.k8s.io/v1

kind: NetworkPolicy

metadata:
name: test-network-policy
spec:
€3 outside Cluster + podSelector:
G) Outside Cluster + matchLabels:
Any endpoint role: db
Any endpoint policyTypes:
- Ingress
ingress:
{} In Namespace + - from:
{ } In Namespace & moelove - ipBlock:
moelove {} In Namespace IZ', cidr: 172.17.@.@/16
2 moelove Any pod exXcepil:
Any pod
e J Ingress Egress E . - 172.17.1.0/24
Default Deny Default Deny ad=l e Selector:
Any pod 180 namespaceSelector:
matchLabels:
project: myproject
T - podSelector:
&£3% In Cluster +
" e I matchLabels:
o
*wiy* InCluster * role: frontend

Everything in the cluster ports:

- protocol: TCP
port: 6

Everything in the cluster
Kubernetes DNS

Network Policy Editor: https://editor.cilium.io/
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® service mesh

® MTLS
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® 3 namespacei® & Limit Range ¢ e | RS
kind: LimitRange
. . metadata:
o iﬁ% request *D ||m|t name: cpu-limit-range
spec:
limits:
A - max:
. DEEEI\J QOS -cpu: "800m"
min:

Guaranteed cpu: "200m"
BUI’Stab|e type: Container
BestEffort e

metadata:
name: pod-cpu-oversize
spec:
contalners:
- name: cpu-oversize
image: redis:alpine
resources:
limits:
cpu: "1000m"
requests:
cpu: "500m"
EOF
limitrange/cpu-limit-range created
Error from server (Forbidden): error when creating "STDIN":

pods "pod-cpu-oversize" is forbidden:

/—\w;: R/—\ maximum cpu usage per Container is 800m, but limit is 1
£ RRINIES
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® Secrets not secret

® Base64 JHiE

® etcd HFEETIIREY
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® Kubernetes Secrets Store CSI Driver
. kubernetes-sigs/secrets-store-csi-driver

® N IHFZ AR AN S
« AWS
« Azure
. GCP
. Vault

Secrets Store CSI

: ; Provider
node-driver-registrar

Kubernetes master secrets-store

........................................

liveness-probe
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BHze
® CVE JEiEMR POC

o @a%z:;m;@ [Security Advisory] CVE-2021-25737: Holes in EndpointSlice Validation Enable Host Network Hijack — A security issue w... 5H19H
° E?“%EEE/L}IX—)Q [Kubernetes Java Client] CVE-2021-25738: Code exec via yaml parsing — Hello Kubernetes Community, A security issue ... 5H18H
[Security Advisory] CVE-2021-25736: Windows kube-proxy LoadBalancer contention — Hello Kubernetes Community, A s... 5811H
-~ E% ijj_l Eﬂ [Security Advisory] CVE-2020-8562: Bypass of Kubernetes API Server proxy TOCTOU — Hello Kubernetes Community, A ... 585H
CVE-2021-25735: Validating Admission Webhook does not observe some previous fields — A security issue was discove... 48158
Fwd: [Security Advisory] CVE-2020-8570: Path Traversal bug in the Java Kubernetes Client — -----—- Forwarded message... 1812H
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® Kubernetes Security Profiles Operator

® seccomp is GA

=

® SRS/, e T

security...
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® $1FH Apache APISIX ZLBiZHin Rz e
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o XiEHE

® K8SASFIR

® https://github.com/tao12345666333/practical-kubernetes
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