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BHaImTLS:
X FER/. namespaceZR. BREK=AEMTLSECE
MLELRINF: BRFEZR > namespaceZk > £fF

apiVersion: security.istio.io/v1beta1
kind: PeerAuthentication

metadata: apiVersion: security.istio.io/v1beta1 apiVersion: security.istio.io/vibeta1
s « kind: PeerAuthentication kind: PeerAuthentication
name: "default _ .
namespace: default metadata: metadata:
spec: pace: name: "default” name: "default”
pec. _ namespace: default namespace: istio-system
selector: spec: spec:
matchLabels: pec: pec-
app: foo mtls: mtls:
mtls: ' mode: STRICT mode: STRICT
mode: STRICT
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p Authentication-JWT

apiVersion: security.istio.io/v1beta1
kind: RequestAuthentication
metadata:
name: httpbin
namespace: foo
spec:
selector:
matchLabels:
app: httpbin
jwtRules:
- issuer: "issuer-foo"
jwksUri: https://example.com/.well-
known/jwks.json
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apiVersion: security.istio.io/v1beta1
kind: AuthorizationPolicy
metadata:
name: httpbin
namespace: foo
spec:
selector:
matchLabels:
app: httpbin
action: ALLOW
rules:
- from:
- source:
requestPrincipals: ["*"]
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apiVersion: security.istio.io/v1beta1
kind: AuthorizationPolicy
metadata:

S'ZEF#E?%ALLOW or DENY CUSTOM name: httpbin

namespace: foo

XHFTCP. HTTPEAM, MNERE: e,
® L iFEin: 54, namespace, IPHii selector:

matchLabels:

® Y HFHMum: Authority, A, 7%, URIERF app: httpbin
version: v1

JWT Token action: ALLOW
rules:

TIEFC 4 RequestAuthentication - from:
- source.

External Auth: CUSTOM principals: ["cluster.local/ns/default/sa/sleep”]
- source:
namespaces: ['dev"]
to:
- operation:
methods: ["GET"]
when:
- key: request.auth.claimsJiss]

/i\ ﬂ?i’::/r }i 71-\- m:z = values: ["https://accounts.google.com"]

THE GLOBAL OPENSOURCE TECHNOLOGY CONFERENCE




) External Auth GOTC

Ext | Auth 3. External auth service made the
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! Service 4. Allowed by external auth Service
! i service, continue the request
|
__________________ B e e e e S
: Istiod configured proxy to

talk with external auth service
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- FF&External Auth Br%, X FFHTTPFIgRPCHFHTMIYL

- AuthorizationPolicy Custom action

apiVersion: security.istio.io/v1beta1
kind: AuthorizationPolicy

metadata:
extensionProviders: name: ext-authz
- name: "my-ext-authz-service" namespace: istio-system
envoyExtAuthzGrpc: spec:
service: "ext-authz.istio-system.svc.cluster.local” selector:
port: 9000 matchLabels:

app: istio-ingressgateway
action: CUSTOM

provider:
name: "my-ext-authz-service"
rules:
- to:
- operation:

- ths: ["/admin/*"
EXARRMNIEZ pains: [admin’™]
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