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CIS Kubernetes Benchmark for ACK

@ CIS Benchmarks

CIS Alibaba Cloud Container Service For
Kubernetes (ACK) Benchmark

v1.0.0 - 0

https://www.cisecurity.org/benchmark/kubernetes/
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Security Inspection Report

@ Before you use the inspection report feature, make sure that Log Service is activated for the current account and logtail-ds is installed in the cluster.

G Kubernetes Polaris Checks

Overview
4.33%_
™

‘ /21.33%

74.34%

@ warning @ success @ error

Current Version : 1.20-

1Week(Time Frame) v C Refresh ™ Reset Time

Health H Success H Warning H Error

83« 704 ~ 202 ~ 4

Health/Compered with Last Time Passed/Compared with Last Time Warning/Compared with Last Time  Error/Compared with Last Time

Checked ltems Historical Trends

« Node: 0 K

« Namespaces : 0

« Pods:0 a0e

+ Deployments : 54 600

« StatefulSets : 2 400

+ ReplicationControllers : 0

« CronJobs: 0 200,

* Jobs:0 0

* DaemonSets : 10 2021-06-14 17:29 2021-06-14 19:56 2021-06-15 15:49

|:| High risk exploit
Container security
Alibaba Cloud Standard -DockerSecurity Baseline Check
Alibaba Cloud Standard-Kubernetes-Master security baseline check
Alibaba Cloud Standard-Kubernetes-Node security baseline check
D CIS and China's Protection of Cybersecurity
D Best security practices

|:| Weak password



) ITE— (S =RERS GOTC

, 0o __ a | Jab |
) . 0o o [ P .

W& F o5 BN AERRAR % —DEVSECOPS RIFEE A

EXARIRMIE=S

THE GLOBAL OPENSOURCE TECHNOLOGY CONFERENCE




) ACR EE DevSecOps ifZlixgZ e GOTC

=RENAR T, IFZRLAESIE. BERINSEE, SN, hEkRE. TEENTEFRE.
1% DevOps £EFHK DevSecOps, REEFIRENZE. B3 L%,

KMS

ACR EE
A\
@ =
X2 [
e i \ A

' | | ]
e SR BN #5%EQ® (S5
c B QG um o @

BRI A i s 42 s i e
AHE Tag BiEd  HE R, KURPENT

1@ BHEHE g% @

EXARIRMIE=S

THE GLOBAL OPENSOURCE TECHNOLOGY CONFERENCE




GOTC

THANKS

’i‘IﬂEF-,J_HzTIII“’_‘

THE GLOBAL OPENSOURCE TECHNOLOGY CONFERENCE




